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2022 has been tough for DeFi—an abbreviated term for “decentralized 
finance”—with a drop from managing hundreds of billions of dollars to only 
tens of billions amid massive investor losses. Shining a harsh light on many 
claims that simply failed to hold up when tested by market volatility. 

DeFi’s backers see it as a powerful tool to make today’s financial system 
far less expensive, faster, more fair, and more trustworthy. Others see it as 
a mirage, or worse, a deliberate ponzi scheme. This Trendsights explores 
the concept of DeFi and its implications (from a Canadian perspective)—
what it is, how it is being used—and seeks to separate clear benefits from 
the more questionable claims. Despite its bumpy 2022, the tech offers 
several credible value drivers which if implemented well, could potentially 
improve the Financial sector for all stakeholders.

Dive in
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DeFi DeFi Explained

DeFi is a category of highly automated and 
decentralized apps (DAPPs) for financial services built 
on an open, programmable blockchain. These DAPPs 
aim to replace people-intensive, slow, and sometimes 
opaque legacy financial processes with more 
transparent, efficient, rule-based automation while 
preserving the all-important trust needed for parties on 
both ends to feel comfortable. 

DeFi differs from other automation approaches in 
its ability to shift more of that required trust onto 
the system’s design, rather than on individuals or 
organizations operating it thanks to how blockchains 
work. 

Trust through transparency
For example:

• Since blockchain records cannot be changed due 
to their encryption and distributed public nature, 
the system depends less on trust in a custodian to 
protect the records’ accuracy.

• Governance is based on transparent, traceable 
agreement by stakeholders, within equally 
transparent decision-making guidelines. Providing 
clear visibility on why decisions were made and 
reducing reliance on trust that decisionmakers are 
impartial.

This can be a significant competitive advantage given 
the multi-decade erosion of public trust in institutions 
and the financial sector in general. It can also be a 
way for existing trustworthy institutions to amplify their 
brand differentiation by showcasing and proving this 
trustworthiness to the world.

Already know DeFi? Skip ahead!
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DeFi DeFi Explained

Here is a simplified example of the difference on a lending 
process. The regular lending process generally involves several 
people (possibly across several organizations), to manage all the 
paperwork, do the checks and balances, and bring personal 
accountability to make the system trustable. However big sections 
of that (including parts of the trust) can be automated via DeFI. 

The programmable smart contracts at the core of DeFi are 
combinations of “If conditions are met, then take this action” 
rules. For a loan underwriter role, a smart contract logic might look 
something like the example below.

This does not imply that banks, law firms, or insurers simply 
disappear in a DeFi future. However there is significant opportunity 
in re-imagining how their unique value can be made more 
scalable and efficient in a financial world that includes DeFi. 

Lending example

IF:

• Borrower’s ID has been validated and all details 
required by regulators are recorded

• And borrower’s verified assets, liabilities, income 
and credit score fall into acceptable ranges

• And borrower has read and agreed to the 
proposed terms of the loan

• And funds are available to lend
THEN:

• Initiate loan agreement signing, funds release and 
registration of loan

Already know DeFi? Skip ahead!

Smart contract logic (example):
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DeFi How It’s Used

Many of the traditional offerings in the financial sector are being replicated through DeFi and more are constantly being explored. 
The more a process can be converted into a set of clear, consistent rules which trigger actions based on reliable, secure, and 
standardized input data, the more suited it is to being automated in DeFi. The more a process requires adaptation and creativity or 
has many edge cases (rare but different from the norm in some important way), the harder it is to automate in DeFi.

The graphic below illustrates six of the more common use cases so far:

Use cases

Already know DeFi? Skip ahead!

DeFi-enabled 
DAPPs  

(Decentralized 
Applications)

Stablecoins

Decentralized Exchanges

InsuranceDerivatives

Asset MgmtLending

Creation and management 
of cryptocurrencies pegged to 

non-crypto assets

Enabling multi-party exchange 
transactions at scale

Insurance of digital and non-
digital assets or transactions

Creation and management of 
assets whose value is based on 

other assets

Rule-based robo-advisory and 
asset pool management

Enabling assets to be lent  
to borrowers in exchange  

for interest payments



5

DeFi Benefits & Risks

There are some benefits that present clear opportunities for improvement vs current legacy approaches—in these cases, these 
benefits open opportunities for new use cases, products and services. For example, unlocking low cost, real-time access to 
creditworthiness of potential customers paved the way for real-time credit, such as Buy Now Pay Later (BNPL). 

However, there are proposed benefits that are less certain and may actually create more risk than upside. In the next few pages, 
we explore the net benefits of these attributes.  

Assessing six ways DeFi might (or might not) be better than today’s financial system

2
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More transparent 
and unbiased 
implementations

Increased speed 
and reduced cost

No party can revoke 
a transaction or take 
funds from an owner

Enables complete 
financial anonymity 

100% rule based and 
automated 

Decentralized and 
democratized

Clear Benefits Less Certain

DeFi 
Attributes
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DeFi Benefits & Risks

Two attributes show clear benefits vs legacy approaches, making them the most likely drivers of near term disruption:

Increased speed 
and reduced cost1

2 More transparent 
and unbiased 
implementations

Offers a better user 
experience at lower 
cost.

Helps create a more 
fair and inclusive 
financial system.

Strong governance, security and 
dispute resolution can preserve the 
benefits with minimal downside.

Outcome-based principles (similar to 
how many national constitutions are 
written), to govern the governance 
can help preserve the best of both. 

No system is 100% “fraud proof” and fast 
automation can enable thefts to scale 
dangerously before they can be detected 
and stopped.

Increased transparency can expose 
weaknesses for fraudsters to find and exploit.

Well-intentioned efforts to fight one bias 
can unintentionally create others (Eg. 
Disadvantaging those who struggle with tech).

Attribute Upside Risks Net
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DeFi Benefits & Risks

The value of the remaining four attributes are less clear because along with the upsides, they can 
also introduce significant downsides that may prove worse than the original problem being solved: 

No party can 
revoke/block a 
financial transaction 
or take funds from 
an owner for any 
reason

Enables complete 
financial anonymity 

Protects against the 
government or any 
centralized entity 
(e.g. an exchange 
or bank) taking or 
freezing a user’s 
funds.

Hides asset 
ownership, income 
and spending from 
unwanted prying 
eyes.

(apply to 3 & 4) (applies to 3 & 4)

In stable democracies like Canada, 
the risk of government taking the 
assets of regular law-abiding citizens 
is quite low.

Are there perhaps other ways to 
protect freedoms that do not enable 
larger society-eroding downsides 
than they solve? 

Eg. Privacy from most people, but 
traceability for valid legal reasons 
(with checks and balances against its 
abuse).

This undermines several key pillars of a 
functioning society: 

- Blocks enforceability of fair and just legal 
judgements (Eg. Repaying damages, child 
support, returning stolen money).

- Enables criminals to be more profitable, 
financially stable and able to expand their 
predatory operations safely.

- Makes corruption, market manipulation, and 
undisclosed financial influence easy.

- Makes tax evasion easy.

Was Mossack Fonseca AKA the Panama 
Papers firm (which enabled similar benefits), 
good for the world?

Attribute Upside Risks Net

3

4
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DeFi Benefits & Risks

100% rule based 
and automated 

Decentralized and 
democratized

This reduces bias, 
mistakes, cost, and 
delays.

Improves robustness 
and keeps the 
system’s evolution 
and operation 
aligned with the 
shared interest of the 
majority of its users.

Even finance experts can struggle to 
tell if a new, untested governance 
structure is safe. Making it easy for 
fraudsters or well-intentioned but 
flawed initiatives to cause major 
losses for regular users who are not 
equipped to see these risks.

Any system must be designed to 
assume it will fail and have solutions 
in place to minimize the damage 
when it does.

Some DeFi approaches are already 
proving better than others.

However only an established track 
record across a wide range of 
situations can truly prove robustness 
and effective decision making. 

 

Unplanned edge cases, hacks and errors 
can be much harder to fix when baked into 
inflexible automation.

In current financial processes, if problems 
arise (theft, errors, bank runs, etc…), there 
are specific parties held accountable to 
stop them, fix them and help undo the harm 
caused. However this is not always the case 
in DeFi, leaving those harmed with no realistic 
solution.

Complexity and cost can get exponentially 
worse with scale if decentralized approaches 
are not designed well to avoid this. 

Effective democratic approaches need two 
things to be stable and enduring: 

1- Long term resistance to power takeovers. 

2- Delivering timely, high quality decisions 
that work well in the real world.  Eg. Everyone 
voting for 0% tax in Canada that results in 
a collapse of roads, emergency services, 
national defense, unemployment benefits, 
etc… would be a decision-making failure.

Attribute Upside Risks Net

5

6
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DeFi Innovation Context

Note: While most DeFi applications today use cryptocurrency to exchange value, non-crypto (fiat) digital currency can be made to work as well. The main 
requirement is that fund transfers can be automatically triggered by a smart contract system (once given appropriate permissions). DeFi is also not embedded 
finance. Which is when an FI lets other organizations embed its products in their own offering (Eg. through an API or SDK). Such as a buy-now-pay-later provider 
giving you instant approval for credit right on the merchant’s website. You never leave the merchant’s site, but are able to get this third-party financing right in the 
merchant’s checkout flow.

How it integrates with adjacent innovation themes

DeFi-enabled 
DAPPs  

(Decentralized 
Applications)

CBDCs

Open Banking

Cryptocurrencies

DAOs

Other tokenized assets or rights

Metaverse

NFTs

Web 3.0

Act as value stores 
and mediums of 

exchange for

Can simplify exchange 
and management of

Can contribute efficient 
backbone economic 

infrastructure for

Makes financial data available 
for automation building in

Can build and operate 
(or transact through)
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DeFi What Broke With DeFi In 2022?

Most people do not realize how much of the 
stability and trustworthiness we enjoy from 
our current financial system has come from 
hundreds of years of painful lessons on how 
not to do things. An evolutionary trial by fire of 
crashes, thefts, bank runs, and system failures 
has baked in this resiliency. 

Many parts of today’s financial system can 
and should be improved by leveraging 
new technology, yet matching the right 
technology to each goal is not a trivial thing. 
It is dangerously easy to unknowingly break 
important functions by making enhancements 
without fully understanding why the “old” part 
was designed the way it was. 

Most of these old approaches are in place 
to maintain stability when things don’t go 
right—which is exactly what happened 
to DeFi in 2022. After a peak and then a 
reversal of growth in asset prices, customers, 
and profitability, some business models like 
TerraUSD simply stopped working. TerraUSD 
was an attempt to “peg” a cryptocurrency’s 
value to the US dollar by increasing and 
decreasing the supply of that cryptocurrency. 

The end of a boom cycle has put new models to the test

It was supposed to be backed by US dollars 
that investors contributed in exchange for a 
very generous 20% return. 

However with the reversal of growth, it 
became nearly impossible to generate the 
return promised to investors, and more people 
wanted to take money out than put it in. 
This started a death spiral of ever-worsening 
financials and trust. Without the backstops 
and buffers built into the mainstream financial 
system, the business collapsed—taking a lot of 
client money with it. 

DeFi’s crisis was worsened by fraudsters 
successfully pulling off major heists—Ronin 
($615.5MM) and Poly Network ($602.2MM)1 
for example—that further undermined trust 
in the ecosystem. As more money fled, the 
pressure on remaining players got worse. This 
contagion, or “domino effect”, is common in 
financial ecosystems that lack appropriate 
and timely counterbalances. Like a healthy 
person whose air supply gets interrupted for 
too long, even otherwise sound businesses can 
be taken down by such dynamics. 

1 Source: https://cryptonews.net/news/analytics/9155597/ 
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DeFi Looking Forward

This presents an opportunity for organizations and individuals who have expertise on existing systems to bring value, 
approaching DeFi as a way to do what they do best in a more efficient and scalable way. Advancing both the DeFi ecosystem 
and their own offerings. 

Value creation opportunities

Lawyers can offer data-driven 
integrations between legacy legal 
registration systems and the DeFi 
ecosystem to maximize the speed 
and extent of automation. With fall 
back options to more “manual” 
offerings when conditions for full 
automation are not met (Eg. A 
lawyer personally steps in when an 
automated asset ownership check 
fails).

Insurers can offer insurance on 
DeFi so participants are covered 
in the event of fraud, errors in 
smart contract coding, etc…  They 
might also offer insurance for the 
same risks they do today (home, 
auto, life, etc.) more efficiently 
by creating their own DeFi DAPP. 
Leveraging their expertise in risk 
assessment and mitigation towards 
creating faster, more cost-effective 
products. 

Bankers & underwriters can 
leverage their extensive 
underwriting, security, regulatory 
management and risk 
management expertise to help 
design stable DeFI products 
(potentially around non-crypto 
currencies), that can deliver 
faster, more trusted service at 
lower cost than legacy offerings. 
Alternatively they can amplify 
their trusted brands by showcasing 
their trustworthiness through DeFi’s 
transparency or help a stable 
implementation scale through their 
access to low-cost capital.

CLAIM
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Final 
thoughts

Many brilliant minds are hard at work devising and experimenting 
with systems and governance structures to find the balance 
that complements the new with the best of the old, so the 
odds are good that DeFi and its descendants will change the 
future of finance—perhaps, on the way, discovering that 100% 
automation is not always the right path. 

Today, the position of DeFi is similar to the early days of aviation, 
where most planes were designed and built by relatively small 
teams, and safety depended on the expertise of the individual 
builders. If you are considering getting on someone else’s DeFi 
“plane”, safety cannot yet be assumed. How confident are you 
that the build team had both the expertise and rigour to not miss 
something important? Caution is advised. 

As in early aviation, the opportunities for riches, impact, and 
fame are many. Yet there remains much trial and error to 
demonstrate what will work sustainably. One thing is clear, 
though: expertise in the principles that have proven over 
centuries to work well in financial engineering will be as valuable 
in DeFi as physical engineering expertise was in making early 
airplanes safe. 

The ideal DeFi innovation team combines the skills and insights 
of both the disruptor and the incumbent—and opportunities 
abound for anyone willing to assemble and lead one.

For more information or questions, please contact:  
Marc Folch | mfolch@interac.ca
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